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Why Searchable Encryption
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Remote cloud storage services (such as Dropbox, Google Drive and Google Photo) are used for
backups or outsourcing data.
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Cloud has full access to (sensitive) data: medical data, emails, financial data, pictures
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Symmetric Searchable Encryption
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A Searchable Encryption (SE) scheme allows a server to search in encrypted data on behalf of a
client without learning information about the plaintext data.

@ DB[w] = (id;,, - -,id;, ) keywords | documents ids |
r W 1,5,6
Keyword W 7,100

I__I Enc,(DB) = EDB Wy 1,6,15,24,100

Itis composed by :
m Setup(DB) = (EDB, K), where K isa secret key, EDB the encrypted DB,
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A Searchable Encryption (SE) scheme allows a server to search in encrypted data on behalf of a
client without learning information about the plaintext data.

Query

EnCK(iCIZ'1 Tty |dzn)

EncK(l_E )

Itis composed by :
m Setup(DB) = (EDB, K), where K isa secret key, EDB the encrypted DB,
and between a clientand a server:
m Search(K, q, EDB) = (Search¢ (K, q), Searchg(EDB)), where ¢ is the search query.



Dynamic Symmetric Searchable Encryption
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A Dynamic Symmetric Searchable Encryption (DSSE) scheme supports modifications to the
encrypted dataset such as document insertion or deletion.

DB[w] = (idil,---,idin,

Update

]
3

Itis composed by
m Setup(DB) = (EDB, K, o), where K and EDB as before and and o the client’s state.
and between a clientand a server:
m Search(K, q,0,EDB) = (Searchc (K, g, 0), Searchg(EDB)), where ¢ is the search query.
m Update(K, o,0p,in, EDB) = (Update (K, o, 0p, in), Updateg(EDB)), where update
operations op € {add, del} and aninputin parsed as the index id and the keyword w.



Trade-off between security and efficiency
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Security - Leackages
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To achieve efficient SSE scheme we allow the server to learn some information, which can be
divided into three groups:

Setup Phase

m Ciphertextsize pattern includes the size of encrypted data: the number of encrypted files
containing the keyword.

Search Phase

m Search pattern is induced by a search query: how many times has the keyword been searched
(and when).

m Access pattern refers to the information of query results: which file are retrieve.




Security - Forward and Backward privacy
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A DSSE scheme leaks information on the update files and the keyword tokens attached to them.

Update Phase

m Forward privacy guarantees that an updated document would not be linked to previous
searches.
m Backward privacy prevents information leakage from deleted data.
Type | Reveals the timestamp of matched inserted files, the total number of
updates, and matching documents associated with w.

Type Il Additionally reveals timestamp of updates.
Type lll Additionally reveals the type of updates, i.e., insert or delete.



Verifiable Dynamic Symmetric Searchable Encryption

Cryptography
Research
Centre

A malicious server can send back an incorrect orincomplete result.
If a DSSE scheme can detect a malicious server behaviour, it is called Verifiable DSSE.

Our scheme

Our scheme, is a Verifiable Dynamic Symmetric Searchable Encryption (VDSSE) scheme, secure
against an active adversary, which achieves both forward and backward privacy of type Il.



ExiPNoOs: An efficient
VDSSE scheme



How it works..
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Our scheme is based on the principle of additive secret sharing.

A keyword w is assigned a secret s, which is then splitinto a number of shares equal to the total
number of data records containing the keyword plus one.

DB[w] = (idy, - -+ ,id, 1) No Random

S:Tidl @"'@Tidn,lea

Random



How it works: Setup phase

| Client side |

wy 5 1A random

K\, Ky = F(k,w)
DBlwn] = (idy, ids)

Server side |
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How it works: Setup phase

| Client side |

wyE—> 8§ 1
Ky, Ky = F(k,w;)
DB[wl] = (Id],ldg)

i, random

T =8O,

Server side |

T
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How it works: Setup phase

Client side

wyE—> 8§ 1
Kl,Kg :F(k,wl)
DB[wl] = (Idl,ldg)

rig, random
r=38@"rq,

tiig, = G(K1,7)
Vid, = Tid, B H(r)

Server side

T

D
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How it works: Setup phase

Gienise |
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wWyE—> § 4— 1*
Kl,K2 = F(k,wl)

DBlw,] = (ids ,id3)

Tid, random

r=38@ T4, Drid,




How it works: Setup phase
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WiE—> § 1
Kl,K2 :F(k,wl)

DBlw;] = (idy, id3)

tQJdu Encg, (ins||ids)

Tig, Tandom

/T—3®T|d1®rld3
W= e Oy
|d5*71|d @H()

tz..dv; - G(Kl y Tids )

t1idy




How it works: Query phase
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| Client side ] Server side |
T
Wiw ] =r
@wl t1,idy Vid,
AW r, Ky
EE— t2,id3 Encg, (ins|lids)

t1,ids Vids




How it works: Search phase
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| Client side | Server side ‘
T
Wiw ] =r r K,
@wl G(K1,7) = tig, t1id, Vid,
[7- =s®rig, D ridg] t2,id, [Enck, (ins|lids)

t2,d, |Enc, (insllidy)

Tidy = Vid; D H(r) «— ”
T1,id, ids




How it works: Search phase
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| Client side | Server side ‘
T
Wlw ] =r r K,
@wl t1,id, Vid,

[7’ =s®rg, M ] Faidy (e inellds) >

P\ G(Ki,7i4,) = tad,

t2,id1 Encg, (ins|[id;)

Tid, = Vid, ® H(r)
’ ’ t1,ids Uids

n



How it works: Search phase
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| Client side | Server side ‘

T

Wlw] =r r K,

@'LUl Encg, (ins||ids) G(K]_ y ’I") = tl,idl tl,idl (’Uidl)
/ 2,id; |Enci, (insllids)
r=$®Tid M

T NN =
G(Ki1,7id, ) = ta)d, tigy | Vids

n



How it works: Search phase
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| Client side ] Server side ‘
T
Ww] =7 r K,
: B <
° t1,id Vid
w1 E": s M : j] idy idy
(ins|[ids ), (ins|id1) t2,id3 Encg, (ins||id3)

Ency, (ins|ids ), Enck, (ins|[id; )
2 < toid, [Enci,(insllicy)

t1,ids Vids




How it works: Update phase - file insertion
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I Client side | | Server side |

DBJwi] = (id1, id3 T

W[wl] =T Kl,Kz :F(k:,wl)

@]
E N tie | v
W Jidy id;

1: Tig, random

r=58®Tid, D Tid, @ Tidg L2,idy [Enc, (insllids)

tod, | Ener, (insllidy)

t1id, Uids




How it works: Update phase - file insertion
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LCIientsideT | Server side |

DBJw;] = (idl,idg T
Ky, Ky = F(k,w;)

)y ; 7id, Tandom
r=85® 7T, Drid; D Tids t2id; [Enck, (insflida)
t1id, = G(K1,7)
Vidg = Tidg D H(’I‘)
t2ds = G(K1,7idy)

¢ = Encg, (insl|ids)

t1id, Vid,

(t1,ds , Vidy ) (t2,ds 5 €)
» t2’id1 Encg, (ins||id; )

L1,ids Vid




How it works: Update phase - file insertion

| Client side |

Server side

DBlwi] = (ids, id3

W[wl] =r 12 ids

= t1,id,

(tds > vidy ), (t2,id- ©) tidy
\;> L1ids
t2,id,

t1id,

T

Encg, (ins||idg),

Vid;

Enc, (ins||id3)

Vidg

Encg, (ins|lid;)

vidg




How it works: Update phase - file deletion

| Clientside |

W[wl] =T K1,K2 = F(k,wl)

T =35®Tid, D Tidy D Tig,
tiig, = G(Ki,7)

D | 7y, random

(t1ia, » Vidy ) (Bajiay > ©) R

Vg, = Tig, ® H(r)
tyia, = G(K1,7ig;)

c= EncK2 ||d3)

‘ Server side ‘

tl.idf;

t1id,

t2,ids

toid,

7 t2,id,

t1,id,

Vid,

Vid,

Encg, (ins||id3)

Enc, (de 1| \'d';)

Encg, (ins||id;)

Vid,




How it works: Verifiable scheme
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LCIientsideT ‘ Server side ‘

DBl = (id1}] - UL
Wial=7 ki ko= Flbw)

7;q, random
r=8® i Drid; DTig, t2,id, Cid,
tig, = G(K1,7)
Vig, = Tig, © H(r)
toiay, = G(Kl,f’idg) ) :

¢ = Encg, (del\|idg| trig, | Vids

t1id, Vid,

boid, |
4,103 d;
(t1,d; Vid )» (b ©) i 1

7 td, Cid,
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Scheme Computation Communication Client Security Ver

query search update search update RT storage FP BP

7" Cashetal. (2014) 0Q1) O(aw) 0(Q1) O(1,) 0(1) 1 o) X X X
Sogos  Bost (2016) 0(1) O(ay) 0(1) O(1,) 0(1) 1 O(W/logD) | v x x
MONETA — O(aylog N +log” N) | O(log? N) | O(ay log N +log® N) | O(log® N) 3 o(1) v | Typel | x
FiDES Olaw) Olaw) o(1) O(aw) 0(1) 2 O(|W|logD) | v | Type2 | X
DiaNA  Bostetal. (2017) O(log a,) O(ay) O(log a,) O(ny +log ay) o(1) 1 O(|W|logD) | v x x
DIANAGe O(dy log a,y) O(aw) O(logay) | O(ny + dylogay) o(1) 2 O(|W|logD) | v | Type3 | X
JANUS 0(1) O(nydy) o(1) O(n,) o(1) 1 O(W|logD) | v | Type3 | X
Scheme Etemad et al. (2018) O(n.,) O(aw/p) o(1) O((aw + 1) /P) o) 2 O(W[+D) [V X X
ORION - O(ny log” N) O(log? N) Oy log> N) O(log”N) | O(log N) o(1) | Typel | X
MiTRA  Chamanietal. (2018) O(aw) O(aw) o(1) O(aw) 0(1) 2 O(|W|logD) | v | Type2 | X
HoRrus - O(nwlogdylogN) | O(log? N) | O(nylogdylogN) | O(log® N) | O(logdy,) | O(W|logD) | v | Type3 | X
SD, - O(ay +log N O(log N) O(ay, +1log] O(log ] 2 [ V[ Type2 | X
Dy Demertzis etal. (2020) - ()tn,,‘ + 102 \; ()((1();“ N) ()E(z“ +log V) ()EI(); N) 2 021% v | Type2 | x
JaNUs++  Sunetal. (2018) O(log D) O(n,d) 0(d) O(1) o(1) 1 O(WllogD) | v | Type3 | X
AURA Sun etal. (2021) O(log D) O(ny) o(1) O(ny) 0(1) 1 O(|W|D) v | Type2 X
FB-DSSE__ Zuoetal. (2019) o(1) O(aw) o(1) o(1) O(1) 1 O(WllogD) | v [ Typel | X
Vsps Bostetal. (2016) o(1) O(mlog’ N) O(log” N) O(nw) o) 1 O(W[D) [V X v
VFSSE Zhang etal. (2019) 0(1) Olaw) o(1) O(1) 0(1) 1 O(W/logD) | v x v
Our scheme o(1) O(aw) o(1) O(aw) o(1) 1 O(|W|logD) | v | Type2 | v

D = # documents, |W| = # keywords, N = # keyword/document pairs, a., = # times queried keyword w was
added to the database, d,, = # deleted entries forw, p = # processors, n.,, = # documents matchingw, i.e.,

N = Ay — Aoy, d = MaXy, dy - Ny is the size of search result matching w, — = much larger than other listed
schemes. RT is roundtrip. Here, we assume two rounds of result-hiding scheme is equal to one round of
result-revealing scheme. FP is forward privacy, BP is backward privacy. O notation hides polylogarithmic factors.
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Scheme Computation Communication Client Security Ver
query | search | update | search | update | RT storage FP BP ’
> o¢os  Bost (2016) O(1) | Ofay) | OQ) | O(ny) | O1) | 1 | O(|W|logD) | v X X
MiITRA  Chamanietal. (2018) | O(ay) | Olay) | O(1) | O(ay) | O() | 2 | O(|W|logD) | v | Type2 | X
‘ Our scheme [ 0@1) | Olaw) | O(1) [ Olaw) | O1) [ 1 [O(W[logD) [ v [Type2 [ v ]

Implementationin Con a laptop with a 2.6 GHz Intel Core i7 processor, 16 GB of RAM, and 500
GB flash storage.

Security parameter A = 128.
AES is adopted as the applied symmetric encryption algorithm.
256-bit collision resistant hash function.

We use the dataset 20 Newsgroups (http://qwone.com/jason/20Newsgroups/):

- 61,187 keywords,
- 20,000 documents,
- 2,579,597 keyword/document.



Performance comparison of DSSE schemes

Search time per matching entry(ms)

0.0200 ﬂk —@— our scheme#140000
—*— our scheme#2579597
—A— Sophos#140000
—%— Mitra#140000
0.0090 A AK
100 1000 10000

number of matching documents
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Performance comparison of DSSE schemes

Query generation time (ms)

0.9000 A

0.1000 A

0.0002 -

—<¢— Mitra-query
~»— Our scheme-query

100 1000 10000
number of matching documents
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