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Digital Signatures

A Digital Signature Scheme consists of three algorithms:

m KeyGen(k) — (k, P): given a security parameter x generates a
public key P and a secret key k.

m Sign(m, k) — s: given a message m and the secret key k, computes
a digital signature s of m.

m Ver(m,s, P) — r: given a message m, a signature s and the public
key P, it outputs whether or not s is a valid signature of m.
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Post-Quantum Cryptography

In the last years, lot of effort was put into Post-Quantum Cryptography,
that is, algorithms designed to be resistant even against attacks using
quantum computers. Post-Quantum Cryptography includes:

m Multivariate Cryptography;
Code-based Cryptography;
Hash-based Cryptography;
Lattice-based Cryptography;

Supersingular Elliptic Curve Isogeny Cryptography.
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Multivariate Cryptography

Multivariate Cryptography is based on the following problem:

Multivariate Quadratic Problem (MQ Problem)

Let K be a field and let py, ..., pm € K[x1,...,x,] be m quadratic
polynomials in n variables. The MQ Problem consists in finding a
solution (s, ...,a,) € K" of the system:

p1(x1, ..., %,) =0,

Pm(X1, .-, Xq) = 0.
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NIST PQC Competition

In 2016, the National Institute of Standards and Technology (NIST)
started a competition to select the Post-Quantum cryptosystems more fit
for standardization. Two Multivariate Public Key Cryptosystems were
proposed:
m Rainbow, based on a multi-layer version of the Unbalanced Qil &
Vinegar scheme;
m GeMSS (Great Multivariate Short Signature) based on HFEv—.
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Hidden Field Equations (HFE)

Idea behind HFE Cryptosystem

We wish to construct a seemingly random system of polynomial
equations after composing several maps that are easy to invert. The
seemingly random system of equations is our public key, while the
underlying composition is the secret key. We use equations induced by
field extension to reach the goal.
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Hidden Field Equations (HFE)

HFE was invented by Patarin in 1996 [Pj].
m The design of HFE depends on a parameter D which determines the
efficiency of the cryptosystem.
m The paper [FJ] presents algebraic attacks based on Grobner basis.

m The HFE cryptosystem can also be generalized producing:
m HFE— (HFE-Minus);
» HFE* (HFE-Plus-Minus);
m HFEv;
m HFEv—
The last two variants are constructed by combining the idea of
Oil-Vinegar and the Minus method.
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Basic HFE

Let IF be a finite field with cardinality g, where g is the power of a prime
p, and let g(x) € F[x] be an irreducible polynomial of degree n. Let E be
an extension of IF of degree n, E = F[x]/g(x).

Let ¢ be the standard F-linear map that identifies E with F":

¢:E—F"

n—1
Z aix' = (ao, ..., an—1)-
i=0

where x is a primitive root of g(x).

Giancarlo Rinaldo University of Messina

Groebner basis’ attack to multivariate cryptography



Hidden Field Equations
0000000000

Central Polynomial

The fundamental idea of HFE is to find a polynomial F(X) € E[X],
denoted the central polynomial, which can be easily inverted, and then
find the representation of this polynomial as a map from F” to F".
The central map has the following form:

F:E—-E
rn—1 i n—1
X—)ZZB Xq+ql+Zqu+c
i=0 j=0

where aj;, bj, c € E random, ri, r» € N are chosen such that deg F < D
and we fix X = x; + xx + -+ x,x""1, x; € F.
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Central Polynomial

After applying F on X we obtain the following element in E,
F(X)=fi+fx+-+ fx"

where f; depends on (xi,...,x,) and are quadratic.
By applying ¢ we define F' = ¢o Fog™:
F'F" = F"

(X1, %n) = (A, -y Xn)s ooy Fa(Xay - oy X0)) -

We note that F’ represents the central polynomial in its multivariate
representation over IF”, while F denotes the central polynomial in its
univariate representation over E.
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Final HFE construction

Let S, T be two affine invertible transformations over F".
The final system of polynomials produced by the HFE construction is:

P:.F" - F"
P=SoF oT=So¢oFog¢toT.

The transformations S, T are crucial for the cryptosystem, as they are
used to hide the structure of the central polynomial.
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HFE Cryptosystem

m Public Key: it includes the following information:
m The field F.
m The map P or equivalently its n quadratic components:
(p1(x1y -y Xn)y ooy Pn(x1, ...y Xn)) With
pi(xt,...,xn) € Flxi,...,xn].
m Secret Key:it includes the following information:

m The central polynomial F,
m Themaps S, T.

The HFE Cryptosystem is a Bipolar system.
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HFE Cryptosystem - Encryption

Given a plaintext message (My, ..., M,) € F", the corresponding

ciphertext is:
(Cy..ty Gy) = P(My, ..., Mp))

or equivalently

)

i = p;((/\/’l7 ey M,,))

foralli=1,...,n.
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HFE Cryptosystem - Decryption |

RecallthatPzSoF’oT:50¢OFO¢_1°T-

Given the ciphertext (G, ..., C, ) decryption works as follows:
m compute (Cy, . .. C) 1(G,...,G)),
mletc=0¢4G,...,C, ) compute (Berlekamp’s algorithm)

Z={z€cE|F(z)=¢}.

If D = deg F(X), then the complexity of this step will be

O(nD?log D + D3). From this we see that D cannot be too large,
since otherwise the decryption process is inefficient. Equivalently, we
must not choose ry, r, to be too large.
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HFE Cryptosystem - Decryption I

m compute Vz € Z:
T71 o ¢(Z) = (/\/I,'J7 - M,',,,)

Although we would like that F to be a one-to-one map, it is possible
that | Z |> 1. In this case we can use one of several techniques
(hash functions, Plus method, etc.) to detect the plaintext among
the solutions.
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Monomial order

A monomial ordering > on K[xi,...,x,] is a relation on the set of
monomials x* with a € Z%,, satisfying:

> is a total ordering on ZZ,
If « > pand vy € Z%,, thena+v> B+~
> is a well ordering on Z%,.
The most used one is the degrevlex order, that we use from now, on. Let

la| =37, a; then a > B if || > |B] or |a| = |B] and the rightmost
nonzero entry of o — 3 is negative.
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Leading term ideal

Definition
Let / = (f,...,f,) be any ideal in K[x1,...,x,] and < a monomial order,
then

LT(1) = (LT(f): f € I).

Note that this is a monomial ideal coming from a “degeneration” of the
starting ideal, that maintains most important invariants of the ideal /.

Macaulay’s Lemma

The dimension of vector spaces of degree d does not change under LT
deformation. Namely,

dimK(R/I)d = dlmK(R/LT(I))d

At that time there was no clear way to compute it.
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Grobner basis definition

B. Buchberger (1965) in his PhD thesis defined the following

Definition
Let / = (f,...,f,) be any ideal in K[xy,...,x,] and < a monomial order,
then G := {g1,...,8s} is a Grobner basis if

LT(I) = (LT(gl)a coog LT(gs))‘

Moreover, provided a way to compute G = {g1,...,8s}. The basis
depends on <.
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Computation by example

Let I = (A, h) = (x> — 2xy, x®y — 2y + x). We start with G = {f;,h}
and we want to find the hidden leading terms of £ € /. So we mutually
cancel the leading terms of f; and f, taking the least common multiple of
LT(f) and LT(f), namely x3y and consider the polynomial in /

X3y

S(fi,h) = R A
PETmE I

We observe that —x? ¢ (LT(f,), LT (f)), hence we add it,

G = {f, f, f3}. Another, hidden polynomial cames from

S(f1,f3) = —2xy = fy. The last new polynomial arises from

S(h, ) = —2y? + x = f5. Now, S(f;,f;) for all i,j € {1,2,3,4,5} (after
the reduction step) goes to zero. In particular

LT = (xz,yz,xy).
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Reduction step

In general S(f;, ;) need to be reduced in the sense that there exist a
polynomial f € G such that the LT(f) divides LT(5(f;, f;)). Hence we
need to perform the division algorithm in many variables with many
possible divisors in G, to check if the remainder is nonzero hence a new
element of G. This is the most most expensive part of the algorithm!
Moreover, it is very often useless, since we have a “reduction to zero”.
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The homogeneous case

Let / be a homogeneous ideal then
I = ®d>0l4

We observe that for any monomial order the (reduced) S-pairs are
homogeneous, too, with a non-decreasing total degree. That is we can
define an algorithm computing each /Iy in an "ordered way".

Moreover each Iy is computed in an efficient way using linear algebra and
Gauss-elimination.

We show an example. Let fi = (x? — 2y? — 2yz — z?),

fo = (—xy +2yz + 2%), and 3 = (—x? + xy + xz + Z2).

Fix the degree revlex ordering with x > y > z in K|[x, y, Z]
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The matrix M,

Consider the matrix representing the K—vector space /, with columns
associated to the ordered monomials x? > xy > y2 > xz > yz > z% and
rows representing the coefficients of f, f,, and f3. We have

1 0o -2 0 -2 -1
My={0 -1 0 0 2 1
-1 1 0 1 0 1

and after Gaussian reduction we obtain

1
M= (0
0
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The matrix Ms

In a similar way we define the matrix representing the K—vector space &
with columns associated to the ordered monomials

x3 > x%y > xy? > y3 > xyz > y2z > xz2 > yz? > 23 and rows
representing the coefficients of xf;, yfi, zfi, ..., zf;. The matrix obtained
is much bigger but can use the reduced one Mj. After Gaussian
reduction we obtain M.

We observe that in each step we are computing the Grobner basis of Iy
(e.g. d=12,3).

To stop the algorithm we need to know the Hilbert-Poincare series of /
and compare with the leading term ideal of the matrices M.
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F, algorithms

The F4 algorithm was introduced by Faugere (1999). There is a family of
algorithms with many variants and alternatives. The common properties
are:

In F4 they use linear algebra as in the homogeneous case. That is
S-polynomials are "substituted” by Gaussian reduction.

F, algorithms do not necessarily proceed strictly degree by degree, as
in the homogeneous case.

F, algorithms use a termination derived by Buchberger's criterion.
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Fs: The signature based algorithms

The Fs algorithm was introduced by Faugere (2002). There is a family of
with many variants and alternatives. In a recent survey Eder and Faugeére
(2014) clarify the picture (including also the F, algorithms).

Fs algorithms have been successful in solving previous intractable
problems (e.g. cryptographic applications, e.g. HFE)

In (2002) Faugere did not provide a complete termination and
correcteness. Now we have complete proofs and a termination of the
algorithms (e.g. Survey (2014)).

Here is the picture taken from the survey
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A big family

Modifications not specific to
signature-based Grobner
basis algorithms
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Syzygies

Let R = K|[xq,...,x,] a polynomial ring over a field K,
I =(f,...,f) C R. We have the following natural surjection

¢ R — 1

with ¢(a) = Y7, a;fi and a = (ay,...,as), a € R is a syzygy, namely
an element of ker ¢, if

S
¢(a) = Z aif;=0
i=1
A very well known examples are the Koszul sygygies

fiej — fie;.
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POT (position over term) order and signatures

The POT order on R*® is defined by
xae,->x6ej<:>i>j, or i =jand x* > xP

The signature of g € R", s(g), is the leading term of g w.r.t. POT, with
s(g) € R™.

Let g, h € R®. An s-reduction of g by his f = g — cx“h, where c € K
and

there is a term in the polynomial ¢(g) that is equal to LT (cx®@(h))
s5(g) = s(x“h)
The s-reduction is analogous to one-step in a division algorithm.
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Signatures as a pair

Since the signature is a vector of zero entries, but in position ¢ where we
have a monomial, we can write it as a pair

s(f) = (LM(f), £).

Consider the ideal | = (fi, ;) with ff = x>+ z, o = xy — z. Then
s5(f) = (1,1), s(f2) = (1,2). Moreover,

fé :S(fl7f2) :yfl _Xf2~
And s(f) = xs(f) = (x,2).

We observe that xz + yz = f3, and it is reduced (and in particular
s-reduced). So f3 is a new element of the Grébner basis.
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A useless S-pair

But,
f4 = 5(ﬁ7f3) = Zfl *Xf3a

and s(f2) = xs(f) = (x2,2), Using this fact it is sufficient to see that f
reduces to zero. (*)
In fact, by doing the computation, we have that

ﬁlzzz — Xyz = —zh
that reduces to zero. To have a glimpse of (*), we observe that
S(hfs) = 2 = x(f = x) = (~Fo = 2)(F. ).
that is similar to a Koszul syzygy (—f, f1)(f1, f2). Moreover fie; — fre;

has signature (x2,2)(= s(f)).
Hence we know "a-priori” that S(f1, f3) reduces to 0.
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Fs criterion

For the sake of simplicity we assume that the polynomials are monic.

Theorem

S(p, q) = upp — ugq reduces to zero, if s(p) = (t,£) and there exists an
element g € Gy_7 such that

LT (g)|upt.

In the previous example g € G; = {x?> + z} and u,t = x? in S(p, g), with
p=1fs.

We observe that F5 computes a Grobner basis incrementally with respect
to /.
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Cyclic n ideals: Computation with Sage

Sagemath is a "wrapper” of two nice libraries for Grobner basis
computation: Singular (standard algorithms) and giac (Faugere's
algorithms).

In my laptop with Intel i5 and 8 Gigabytes, | computed the Grobner bases
of Cyclic ideals n with n € {3,4,5,6,7} on the field Q. These ideals has
been used as a test in Faugere's papers (considering also the cases within
9 elements).

These are “nice” ideals: e.g. Cyclic 3 is

(x+y+z,xy+xz+yz,xyz - 1),
Cyclic 4 is
(x+y+z+t,xy +yz+ xt+ zt, xyz + xyt + xzt + yzt, xyzt — 1),

and so on.
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Grobner basis of Cyclic 5, 7 and 10

Let G be the Grobner basis of our cyclic ideal. If n =5, the first element
of G is:

t2u® + 28yzt + 142°t — 21yt? — 122t% — 12t° — 11yzu + 32°u + ytu+

+17ztu — 30t%u — 5yu® 4 29zu® — 28tu® + 1843,

and there are other 20 polynomials in G!

Doing the same computation for cyclic 7 using standard strategies needs,
surely more than 30 minutes, on my laptop. But computing using giac
needs only 7 seconds.

Recently, in [Pb] the author of giac, computed the Groebner basis of
Cyclic 10 for the first time, obtaining a 25 Gigabytes as output and using
parallel computation.
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